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Abstract of the contribution: This contribution proposes to update authentication options considering SA3 LS response (S3-183834) where it is preferred that subscriber credential is stored in one place
Discussion
In relation to the authentication interworking use cases required for the alternative that considers an SBI HSS-UDM, SA3 concluded in S3-183834 the following:
From a security point of view, it is preferred that the subscriber credential is stored in one place. It is a good security principle that any duplication of secret keys shall be avoided except for backup purposes. Further, it is necessary to avoid SQN reuse and synchronisation errors. 
Furthermore SA3 would like to point out, that in TS 33.501, for a UE there are not two separate (EPS(+2/3G) and 5GS) credentials, UE always has only one set of credentials. 
So far, for option 1, SA3 sees no security reason for the UDM to go through the HSS to fetch authentication vectors. However, all options currently discussed in SA2 need further security analysis.
In line to this conclusion, this pCR proposes to update Authentication use cases, considering not only the case where the Credentials are stored in EPC-UDR (and AV are generated in HSS(AuC)), but as well a companion use case where the Credentials are stored in UDR (and AV are generated in UDM(ARPF)).  
Proposal
[bookmark: _Toc501716743]This contribution proposes to include the following changes in 3GPP TR 23.732. 

*************** Start of Changes ***************

[bookmark: _Toc529389202]6.2.3.3	Authentication
If security credentials are stored in one single place in the system, there are multiple options for this storage. Some possibilities are analysed in this clause.
6.2.3.3.X	Single AV Generation Engine in HSS(AuC) and Credentials stored in EPC-UDR
For As an option, 5G and EPC users’ with credentials may be stored in the EPC-UDR HSS(AuC), (i.e. credentials for existing and users with also a 2/3/4G/5G subscriptions and also credentials for users with only 5G subscription) and the authentication vectors are generated in HSS(AuC). In this case, the UDM needs to retrieve the authentication vectors from the HSS. The collocation of the 5G and 4G/3G/2G credentials is required to avoid distributed vectors generation lacking coordinated Sequence numbers.
Editor's note:	This procedure may not be the only option pending SA WG3 LS response.
Figure 6.2.3.3.X-1 shows the interaction in an interworking scenario with N26 interface, when the UE attaches to the 5GC, but authentication data are stored in the EPC-UDR and authentication vectors are generated in HSS(AuC).


Figure 6.2.3.3.X-1: Authentication in 5GC with generation of AV credentials in HSS
1.	The UDM receives a Nudm_UEAuthentication_Get Request, containing the SUPI of the user.
2.	The UDM queries the UDR for the user profile belonging to the SUPI.
3.	The UDM receives the user profile, which includes the IMSI, the authentication method, an EPC subscription indication, but no authentication data.
4.	The UDM sends a Nhss_UEAuthentication_Get request to the HSS, containing the IMSI, Serving network information, and the Authentication Method (which specifies whether the 5G AKA or the EAP-AKA authentication methods is used)
5.	If the EPC UDR is used, the HSS reads the IMSI, SQN and other data from the EPC-UDR.
6.	The AuC as part of the HSS generates the 5G AKA or EAP-AKA authentication vectors.
7.	If the EPC UDR is used, the HSS updates the SQN in the EPC-UDR.
8.	The HSS provides the authentication vectors to the UDM in the Nhss_UEAuthentication Response.
9.	The UDM proceeds with the authentication.
6.2.3.3.Y	Single AV Generation Engine in UDM and Credentials stored in UDR
As an option, 5G and EPC users’ credentials may be stored in the UDR (i.e. credentials for users with a 4G subscription and credentials for users with a 5G subscription) and the authentication vectors are generated in UDM(ARPF). In this case, the HSS needs to retrieve the authentication vectors from the UDM. 
Figure 6.2.3.3.Y-1 shows the interaction in an interworking scenario, when the UE attaches to EPC, but authentication data is stored in the UDR.


Figure 6.2.3.3.Y-1: Authentication in EPC with generation of AV in UDM
1.	The HSS receives an Authentication-Information-Request, containing the identification of the user.
2.	The HSS sends a Nudm_AuthVector_Get request to the UDM, containing the user identification, Service Network Id (SNI) and the Authentication Method (e.g. EPS-AKA).
NOTE: 	Whether one or multiple services are required, and specific naming for the operation, could be taken during normative phase.
3,4.	If the UDR is deployed, the UDM reads the credentials and related authentication data stored in the UDR.
5. 	The AuC/ARPF as part of the UDM generates the authentication vectors as requested.
6,7.	If the UDR is used, the UDM updates the SQN in the UDR.
8.	The UDM provides the authentication vectors to the HSS in the Nudm_AuthVector_Get response.
9.	The HSS proceeds with the authentication.

 *************** End of Changes ***************
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